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Any word over the binary alphabet {0, 1} is a message.
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Any word over the binary alphabet {0, 1} is a message.

A hash function (of length n, where n € IN; ) is a mapping
H:{0,1}* — {0,1}".
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Messages and hash functions

Any word over the binary alphabet {0, 1} is a message.

Definition
A hash function (of length n, where n € IN; ) is a mapping
g:{0,1}* — {0,1}".

An ideal hash function 5 : {0,1}* — {0,1}" is a (variable input
length) random oracle: for each x € {0,1}*, the value
H(x) € {0,1}"is chosen uniformly at random.
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Let kK > 2 be an integer. A k-collision in the hash function H is a
k-element subset C of set {0, 1}* such that 5(x) = H(y) for all
x,y € C.




Let kK > 2 be an integer. A k-collision in the hash function H is a
k-element subset C of set {0, 1}* such that 5(x) = H(y) for all
x,y € C.

Any 2-collision is also called a collision.
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Multicollisions

Definition
Let kK > 2 be an integer. A k-collision in the hash function H is a
k-element subset C of set {0, 1}* such that H(x) = H(y) for all
x,y € C.

Any 2-collision is also called a collision.

A muilticollision (in H) is any k-collision such that k > 3.

WORDS 2011



It is computationally infeasible to find x, x’ € {0, 1}*, x # X/,
such that #(x) = #(x').
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Basic security properties of hash functions

Collision resistance

It is computationally infeasible to find x, x’ € {0, 1}*, x # X/,
such that H(x) = H(X’).

Preimage resistance

Given any y € {0, 1}", it is computationally infeasible to find
x € {0,1}* such that H(x) = y.

WORDS 2011
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Basic security properties of hash functions

Collision resistance

It is computationally infeasible to find x, x’ € {0, 1}*, x # X/,
such that H(x) = #(X').

Preimage resistance

Given any y € {0, 1}", it is computationally infeasible to find
x € {0,1}* such that H(x) = y.

Second preimage resistance

Given any x € {0, 1}, it is computationally infeasible to find
x' € {0,1}*, x # x’, such that #(x) = #(x’).
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Generalized birthday paradox

Given any hash function H of length n, a k-collision can be
n(k—1)

found (with probability approx. %) by hashing (k!)%2 K
messages.

(K. Suzuki, D. Tonien, K. Kurosawa, K. Toyota (2008) [5])
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Generalized birthday paradox

Given any hash function H of length n, a k-collision can be
n(k—1)

found (with probability approx. %) by hashing (k!)%2 K
messages.

(K. Suzuki, D. Tonien, K. Kurosawa, K. Toyota (2008) [5])

Two remarks can be made immediately:
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Generalized birthday paradox

Given any hash function H of length n, a k-collision can be
n(k—1)

found (with probability approx. %) by hashing (k!)%2 K
messages.

(K. Suzuki, D. Tonien, K. Kurosawa, K. Toyota (2008) [5])
Two remarks can be made immediately:

@ In the case k = 2 approximately v/2 - 22 hashings are
needed.
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Generalized birthday paradox

Given any hash function H of length n, a k-collision can be
n(k—1)

found (with probability approx. %) by hashing (k!)%2 K
messages.

(K. Suzuki, D. Tonien, K. Kurosawa, K. Toyota (2008) [5])
Two remarks can be made immediately:

@ In the case k = 2 approximately v/2 - 22 hashings are
needed.

@ For each kin N, finding a (k + 1)-collision consumes
much more resources than finding a k-collision.

WORDS 2011



Introduction
Iteration Hash functions and (multi)collisions
Results in combinatorics on words Security properties
The Nested Multicollision Attack Schema

Advanced security properties of hash functions

Collision resistance more rigorously

The hash function H is collision resistant if to find

x,x" € {0,1}*, x £ x/, such that H(x) = H(X) is
(approximately) as difficult as to find z, 2/ € {0,1}*, z # Z/,
such that G(z) = 6/(Z’) for any random oracle hash function G
of length n.
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Advanced security properties of hash functions

Collision resistance more rigorously

The hash function H is collision resistant if to find

x,x" € {0,1}*, x # x/, such that H(x) = 5(X') is
(approximately) as difficult as to find z, 2/ € {0,1}*, z # Z/,
such that G(z) = 6/(Z’) for any random oracle hash function G
of length n.

Multicollision resistance

The hash function # is multicollision resistant if, for each integer
k > 2, to find an k-collison in H is (approximately) as difficult as
to find an k-collison in any random oracle hash function G of
length n.
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Letm,ne N, H={0,1}"and B={0,1}™.
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Letm,ne N, H={0,1}"and B={0,1}™.

Call H the set of hash values (of length n) and B the set of
message blocks (of length m).
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Message blocks and compression functions

Letm,ne N, H={0,1}"and B={0,1}".

Call H the set of hash values (of length n) and B the set of
message blocks (of length m).

The elements of BT are messages.
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Message blocks and compression functions

Letm,ne N, H={0,1}"and B={0,1}".

Call H the set of hash values (of length n) and B the set of
message blocks (of length m).

The elements of BT are messages.
Definition

A compression function (of block size m and length n ) is a
mapping f: Hx B — H.
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Message blocks and compression functions

Letm,ne N, H={0,1}"and B={0,1}".

Call H the set of hash values (of length n) and B the set of
message blocks (of length m).

The elements of BT are messages.
Definition

A compression function (of block size m and length n ) is a
mapping f: Hx B — H.

An ideal compression function f is a fixed input length random
oracle: foreach he Hand y € B, the value f(h,y) € His
chosen uniformly at random.
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Let f: H x B — H be a compression function.
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Let f: H x B — H be a compression function.

The function f* is a mapping: H x B™ — H such that for all
h e H, y; € B,and y» € B* the following holds:

f+(h,y1) = f(h,y1); and
Fr(hyiye) =1(f(h ). y2) -
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lterative generalization of f

Let f: Hx B — H be a compression function.

Definition
The function f* is a mapping: H x B™ — H such that for all
he H, y; € B, and y», € B* the following holds:

f*(h,y1)  =f(hy); and
fr(h yiy2) = (f(hy1).y2) .

Note that f* is nothing but an iterative generalization of the
compression function f.

WORDS 2011



> AF > o«

Let / € IN; and a be a nonempty word such that
alph(o) CINy = {1,2,..., I}.




Let / € IN; and a be a nonempty word such that
alph(e) CIN; = {1,2,...,/}.

Certainly & = ijhp - - - is, where s € N, and j; € IN; for
j=12...,s
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lterated compression function

Let / € N, and a be a nonempty word such that
alph(a) CIN; = {1,2,...,/}.

Certainly a« = iy - - - Is, where s € IN, and j; € IN, for
j=12...,s.
Definition

The iterated compression function f, : H x B/ — H (based on a
and f) is a mapping such that

f(h biby---by) = ft(h byb,---by)

foreach he Hand by, b>, ..., b, € B.

WORDS 2011
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Example of an iterated compression function

Given a compression function f: H x B — H, let
x«=1-2-3-3-2-1is aword over the alphabet {1, 2,3}, and
X = X1X2X3 @ message such that x; € B, fori = 1,2, 3.

WORDS 2011 11
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Example of an iterated compression function

Given a compression function f: H x B — H, let
x«=1-2-3-3-2-1is aword over the alphabet {1, 2,3}, and
X = X1X2X3 @ message such that x; € B, fori = 1,2, 3.

Then f,(ho, X) = (o, X1 XoX3X3X2X1 ).

WORDS 2011 11
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Multicollisions on iterated compression functions

Given an integer k > 2 and hy € H, a k-collision (with initial
value hy) in the iterated compression function f, is a set C C B!
such that the following holds:

WORDS 2011 12
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Multicollisions on iterated compression functions

Given an integer k > 2 and hy € H, a k-collision (with initial
value hy) in the iterated compression function f, is a set C C B!
such that the following holds:

@ The cardinality of C is k;

WORDS 2011



Introduction
Iteration Notation and definitions
Results in combinatorics on words Basics on generalized iterated hash functions
The Nested Multicollision Attack Schema

Multicollisions on iterated compression functions

Given an integer k > 2 and hy € H, a k-collision (with initial
value hy) in the iterated compression function f, is a set C C B!
such that the following holds:

@ The cardinality of C is k;
@ Forall u,v € Cwe have f,(hg, u) = f,(hg, v); and
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Multicollisions on iterated compression functions

Given an integer k > 2 and hy € H, a k-collision (with initial
value hy) in the iterated compression function f, is a set C C B!
such that the following holds:
@ The cardinality of C is k;
@ Forall u,v € Cwe have f,(hg, u) = f,(hg, v); and
© For any pair of distinct messages u = ujus - - - u; and
V=vi¥---vyin Csuchthatu,v; € Bfori=1,2,...,/,
there exists j € alph(a) for which u; # v;.
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For each j € N, let a; € N/ be such that alph(«;) = IN;.
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For each j € N, let a; € N/ be such that alph(«;) = IN;.

Denote & = (a1, ap, .. .).
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Generalized iterated hash function

For each j € N4, let a; € N," be such that alph(a;) = IN;.
Denote & = (a1, a2, ...).
Definition

The generalized iterated hash function (a gihf for short) H; ¢
(based on & and f) is a mapping: H x B™ — H such that

Ha,f(ho, x) = £y, (ho, X) .

)

for each initial value hy € H and each message x € B of j
blocks, j € IN .
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The traditional iterated hash function H : B™ — H (based on f
and with initial value hy € H) is defined by H (u) = f* (hg, u) for
each u € B™.




Introduction
Iteration Notation and definitions
Results in combinatorics on words Basics on generalized iterated hash functions
The Nested Multicollision Attack Schema

The 1st example of a gihf: iterated hash function

The traditional iterated hash function + : Bt — H (based on f
and with initial value hy € H) is defined by #H(u) = f*(hg, u) for
each u € B™.

Remark

Certainly H is the generalized iterated hash function

Har: Hx Bt — Hbased on & and f where
a=(1,1-2,1-2-3,...) and the initial value is fixed to hy.

WORDS 2011 14



Let f: Hx B — H be a compression function and
& = (aq,ap,...) where, for each | € N, &, is a word over the
alphabet N, suchthata) = 1-2---/-/-(/—1)---2-1.
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The 2nd example of a gihf

Let f: H x B — H be a compression function and
& = (aq,a2,...) where, for each | € N, &, is a word over the
alphabet N, suchthatay = 1-2---/-[-([—-1)---2-1.

Then 1, ¢ is a gihf such that, given an initial value hy € H and a
message X = Xy Xs - - - X, of k € IN. message blocks X1, Xo,
..., Xk, we have

Har(ho, X) = FF(ho, Xy X2 -+ XXk Xk—1 -~ X1) .

WORDS 2011 15






Let Hy ¢ : H x B" — H be a generalized iterated hash function
based on & = (a1, a2,...) and f.
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Multicollisions on gihfs

Let Hy s : H x BT — H be a generalized iterated hash function
based on & = («y,ap,...) and f.

The set C C BT is a k-collision (with initial value hy € H) in the
gihf H; ¢ if there exists / € N such that C is a k-collision (with
initial value hy) in the iterated compression function f,.

WORDS 2011
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Multicollisions on gihfs

Let Hy s : H x BT — H be a generalized iterated hash function
based on & = («y,ap,...) and f.

The set C C BT is a k-collision (with initial value hy € H) in the
gihf H; ¢ if there exists / € N such that C is a k-collision (with
initial value hy) in the iterated compression function f,.

Note that finding a multicollision in the generalized iterated
hash function H; ¢ is equivalent to finding a multicollision in the
iterated compression function f,, for some / € IN,..

WORDS 2011 16






The attacker tries to find a k-collision in H ¢.
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We assume that

The attacker tries to find a k-collision in H ¢.
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The attacker tries to find a k-collision in H ¢.

We assume that

@ the attacker knows how H; s depends on the compression
function f (i.e., she/he knows &);
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The attack model |

The attacker tries to find a k-collision in Hy r.

We assume that

@ the attacker knows how H; ; depends on the compression
function f (i.e., she/he knows &);

@ the attacker sees the compression function f as a black
box (i.e., she/he does not know anything about the internal
structure of f); and

WORDS 2011 17
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The attack model |

The attacker tries to find a k-collision in Hy r.

We assume that
@ the attacker knows how H; ; depends on the compression
function f (i.e., she/he knows &);

@ the attacker sees the compression function f as a black
box (i.e., she/he does not know anything about the internal
structure of f); and

@ the attacker can make (any number of) queries (pairs
(h,b) € H x B) on f and get the respective responses
(values f(h, b) € H).

WORDS 2011 17



A k-collision attack on H, ¢ is a probabilistic procedure (based
on the birthday paradox) that finds a k-collision in H; s with
probability equal to one for any initial value hg.
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The attack model Il

A k-collision attack on H, ¢ is a probabilistic procedure (based
on the birthday paradox) that finds a k-collision in H; s with
probability equal to one for any initial value hy.

The (message) complexity of a k-collision attack on H ¢ is the
expected number of queries on f required to get a k-collision
Hg -

WORDS 2011 18






Suppose that m > nin f. In Joux’s attack ([1]) a 2"-collision in
the traditional iterated hash function f* is created for any initial
value hg € Hand r € IN;..
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Joux’s attack | (2004)

Suppose that m > nin f. In Joux’s attack ([1]) a 2"-collision in
the traditional iterated hash function f* is created for any initial
value hp € Hand r € IN..

The attacker starts from the initial value hy, makes 22 queries
on f, and searches two distinct message blocks my1, myo such
that f(hg, my1) = f(hg, my2). She/he repeats the query
procedure until a collision is found.

WORDS 2011
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Joux’s attack | (2004)

Suppose that m > nin f. In Joux’s attack ([1]) a 2"-collision in
the traditional iterated hash function f* is created for any initial
value hp € Hand r € IN..

The attacker starts from the initial value hy, makes 22 queries
on f, and searches two distinct message blocks my1, myo such
that f(hg, my1) = f(hg, my2). She/he repeats the query
procedure until a collision is found.

By the birthday paradox, the expected number of repititions of
the query procedure is a, where a =~ 2.5.

WORDS 2011



Foreachi=23,..., r, the attacker continues by searching
message blocks mj; and mj> such that m;; # mj, and

f(hi—1, mjy) = f(hi_1, mj2) and and stating h; = f(h;_1, mj;).
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Joux’s attack I

Foreachi=2,3,...,r, the attacker continues by searching
message blocks m;; and m;» such that m;; = m;, and

f(hi_1, miy) = f(hj_1, mjz) and and stating h; = f(h;_1, mjy).

The set C = {m11,m12} X {m21, m22} X oo X {m,1, m,2} is
2"-collision in .

WORDS 2011
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Joux’s attack I

Foreachi=2,3,...,r, the attacker continues by searching
message blocks m;; and m;» such that m;; = m;, and
f(hi_1, miy) = f(hj_1, mjz) and and stating h; = f(h;_1, mjy).

The set C = {m11,m12} X {m21, m22} X oo X {m,1 , m,2} is
2"-collision in .

The expected number of queries on f is clearly ar2z, i.e., the
work the attacker is expected to do is only r times greater than
the work she or he has to do to find a single 2-collision.

WORDS 2011 20
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My My,

f(ho,myy)= f(ho,myp)=hy f(hy,my)= f(hy,my,)=h,

PN G4
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Joux’s method generalized

The question arises whether or not the idea of Joux can be
applied in this more broad setting, i.e., can Joux’s approach be
used to construct multicollisions in certain generalized iterated
hash functions?

WORDS 2011
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Joux’s method generalized

The question arises whether or not the idea of Joux can be
applied in this more broad setting, i.e., can Joux’s approach be

used to construct multicollisions in certain generalized iterated
hash functions?

It turns out that it is possible to apply the idea of the Joux under
certain, quite natural restrictive assumptions.

WORDS 2011
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Joux’s method generalized

The question arises whether or not the idea of Joux can be
applied in this more broad setting, i.e., can Joux’s approach be
used to construct multicollisions in certain generalized iterated
hash functions?

It turns out that it is possible to apply the idea of the Joux under
certain, quite natural restrictive assumptions.

Definition

The sequence & = (a1, ap, ...) of words is g-bounded, q € N,
if for each / € N and a € alph(«/) we have |a/|5 < q.

WORDS 2011 22
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Joux’s method generalized

The question arises whether or not the idea of Joux can be
applied in this more broad setting, i.e., can Joux’s approach be
used to construct multicollisions in certain generalized iterated
hash functions?

It turns out that it is possible to apply the idea of the Joux under
certain, quite natural restrictive assumptions.

Definition
The sequence & = (a1, ap, ...) of words is g-bounded, q € N,
if for each / € N and a € alph(«/) we have |a/|5 < q.

Call the generalized iterated hash function 1, r g-bounded if &
is g-bounded.

WORDS 2011
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2-bounded gihfs

Nandi & Stinson (2005, 2007)

Nandi and Stinson [4] assumed that Hj; ¢ is 2-bounded, i.e.,
when creating the hash value of a messsage, each message
block can by used only once or twice. They were able to show
that under these assumpitions in order to create a 2" —collision
the number of compression function calls the attacker needs is

O(r?(Inr)(n+ In(In2r))22) .

WORDS 2011
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g-bounded gihfs

Hoch & Shamir (2006)

Hoch and Shamir [2] chose even broader viewpoint studying
g—bounded generalized iterated hash functions for any g > 2.
This means that a single message block can be used at most g
times when creating the hash value of a message. The main
result of theauthors said that in order to create 2" —collision the
attacker needs

O(P(n, r, q)2)

compression function calls; here P(n, r, q) is a function of n, r
and g which is polynomial with respect to n and r but triple
exponential with respect to q.

WORDS 2011 24



Let A be an alphabet and B C A.
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Projection morphism and (-)g

Auxiliary concepts
Four combinatorial results
Message complexity of a multicollision attack in bounded gihf

Let A be an alphabet and B C A.

The projection morphism from A* into B*, denoted by ng (or
g, when A is understood), is defined by 74(b) = b for each
b€ Band ih(a) = eforeachac A\ B.
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Let A be an alphabet and B C A.

The projection morphism from A* into B*, denoted by ng (or
g, when A is understood), is defined by 74(b) = b for each
b€ Band ih(a) = eforeachac A\ B.

For each word « € A*, define the word () as follows:
(0)p=c¢€if tg(a) =€eand (x)g = ajaz - - - as if

ng(a) € afay ---as, wheres € N, ay, ap, ... ., as € B, and
aj#aj1fori=1,2,...,s—1.
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Existence of permutations

Theorem (Permutation)

For all positive integers m and q there exists a (minimal)
positive integer N(m, q) such that if « is a word for which
lalph(a)| > N(m, q) and |«|s < q for each a € alph(«), there
exist A C alph(«) with |A|=m, andp € {1,2,...,q}, as well as
words w1, &, ..., ap such that« = xqxp - - - xp and for all i in
{1,2,...,p}, the word («;) s is a permutation of A. Moreover,
forallm,q € N, we have N(m,q+1) < N(m? —m+1,q).
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Existence of permutations

Theorem (Permutation)

For all positive integers m and q there exists a (minimal)
positive integer N(m, q) such that if « is a word for which
lalph(a)| > N(m, q) and |«|s < q for each a € alph(«), there
exist A C alph(«) with |A|=m, andp € {1,2,...,q}, as well as
words w1, &, ..., ap such that« = xqxp - - - xp and for all i in
{1,2,...,p}, the word («;) s is a permutation of A. Moreover,
forallm,q € N, we have N(m,q+1) < N(m? —m+1,q).

It is obvious that N(m, g+ 1) < N(m? —m+1,q) < m?.
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Lemma (Partition)

Let k € N and A be a finite nonempty set such that k divides
|Al. Furthermore, let {B;}[_, and {C;}}_, be partitions of A

such that |B;| = |G| fori,j=1,2,..., k. Then for each x € IN;
such that |A| > k3 - x, there exists a bijection

c:{1,2,..., k} —{1.2,..., k} for which |B; N Cy;y| > x for
i=1,2,..., k.
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Lemma (Factorization)

Letdy, di, do, ..., dr, where r € N, be positive integers such
that d; divides d;_ fori =1,2,..., r, A an alphabet of
cardinality |A| = dod2d5 - - - d?, and wy, Wa, . ..., Wy

permutations of A. Then there exists a subset B of A of
cardinality |B| = dy such that the following holds:
Foranyie {1,2,..., r}, if mp(w;) = X1X2 - - - Xg, is the
factorization of wg(w;) and mg(Wiy1) = y1ya - - - Y, IS the
factorization of tg(wj. 1) into d; equal length (= %‘;) blocks,
then foreachj € {1,2,...,d;}, there existsj’ € {1,2,...,d;}
such that alph(x;) = alph(y; ).
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The combinatorial objective

Theorem (Main, combinatorics)

Leta be awordandr > 2, n> 1, and g > 2 integers such that
|alph(a)| > N(n(@1*r29-3 q) and |a|, < q for each

a € alph(«) . There then exist B C alph(«), p € {1,2,..., q}
and a factorization « = ayaz - - - ap for which |B| = nP~'r and
() is a permutation of B fori =1,2, ..., p. Furthermore, for
eachie {1,2,...,p— 1}, the following holds: if

(aj)B = 212 - - - Z,p-i, IS the factorization of of («;)g into n"P~'r
equal length (= n'=") blocks and (x;y1)g = Uilp - - - Upp-i-1, the
factorization of (xj.1)g into n°~'=" equal length (= n') blocks,
then for each j; € {1,2, ..., nP='r}, there exists j» € {1,2,...,
nP~"=1r} such that alph(z;,) C alph(u;,).
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Theorem (Main, multicollision)

Let m, n and q > 1 be positive integers,

f:{0,1}"x{0,1}" — {0,1}" a compression function, and

& = (aq,a2,...) a g-bounded sequence of words such that
alph(a;) = IN, for each | € N4.. Then, for eachr € N, there
exists a 2"-collision attack on the generalized iterated hash
function 1, ¢ such that the expected number of queries on f is at
most aqN(n9-1°r24-3 )23 (< aqgn(@-1%27"(29-3)277")
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The message complexity upper bound

Theorem (Main, multicollision)

Let m, n and q > 1 be positive integers,

f:{0,1}"x{0,1}" — {0,1}" a compression function, and

& = (aq,a2,...) a g-bounded sequence of words such that
alph(a;) = IN, for each | € N4.. Then, for eachr € N, there
exists a 2"-collision attack on the generalized iterated hash
function 1, ¢ such that the expected number of queries on f is at
most aqg N(n9-1?r24-3 q)23 (< aqgn(@-1%27" ((2g-3)297")

Corollary

There does not exist a bounded generalized iterated hash
function that is multicollision resistant.
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fay (hom)=hy
forallmin C,

PN G4




fay(No,m)=h, fa(hu,m)=h;,
forallmin C, forallmin C,

C,cC

PN G4




fay(NpsM)= hy fo(hy,m)= h, fa(Np..M)= hy
forallmin C, forallmin C, forallmin C,

C,cC C,c...CcCy

PN G4




Input: A generalized iterated hash function Hﬁ.f’ initial value
ho € {0,1}", positive integer r.
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Input: A generalized iterated hash function Hﬁ.f’ initial value
ho € {0,1}", positive integer r.

Output: A 2"-collision in Hj ;.
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NMAS 1

Input: A generalized iterated hash function Hﬁyf, initial value
ho € {0, 1}", positive integer r.

Output: A 2"-collision in Hﬁyf.
Step 1: Choose (a large) / € IN... Consider the /th element ,

of the sequence B Let B) = iyho - - - is, where s € IN| and
j€eNjforj=1,2,..., s.
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NMAS 1

Input: A generalized iterated hash function Hj , initial value
ho € {0, 1}", positive integer r.

Output: A 2"-collision in Hﬁ’f.

Step 1: Choose (a large) / € IN... Consider the /th element ,
of the sequence p. Let B = iy - - - Is, where s € N and
j€eNjforj=1,2,..., S.

Step 2: Fix a (large) set of active indices Act C N, = {1, 2,

1)
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Step 3: Factorize the word B, into nonempty strings
appropriately, i.e., find p € {1,2,..., s} and a; € N, such that
ﬁ/ = hqi2 - Kp.
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NMAS 2

Step 3: Factorize the word B, into nonempty strings
appropriately, i.e., find p € {1,2, ..., s} and a; € N} such that
:B/ = qi2 - - Kp.

Step 4: Based upon the active indices, create a large
multicollision in f,,. More exactly, find message block sets
My, Ms, ..., M, satisfying the following properties.
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NMAS 2

Step 3: Factorize the word B, into nonempty strings
appropriately, i.e., find p € {1,2, ..., s} and a; € N} such that
:B/ = qi2 - - Kp.

Step 4: Based upon the active indices, create a large
multicollision in f,,. More exactly, find message block sets
My, Mo, ..., M, satisfying the following properties.
(i) If i € N, \ Act, then the set M; consists of one constant
message block w.
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NMAS 2

Step 3: Factorize the word B, into nonempty strings
appropriately, i.e., find p € {1,2, ..., s} and a; € N} such that
:B/ = qi2 - - Kp.

Step 4: Based upon the active indices, create a large
multicollision in f,,. More exactly, find message block sets
My, Ms, ..., M, satisfying the following properties.
(i) If i € N, \ Act, then the set M; consists of one constant
message block w.
(i) If i € Act, then the set M; consists of two different message
blocks m;1 and mjs.
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NMAS 2

Step 3: Factorize the word B, into nonempty strings
appropriately, i.e., find p € {1,2, ..., s} and a; € N} such that
:B/ = qi2 - - Kp.

Step 4: Based upon the active indices, create a large
multicollision in f,,. More exactly, find message block sets
My, Ms, ..., M, satisfying the following properties.

(i) If i € N, \ Act, then the set M; consists of one constant
message block w.
(i) If i € Act, then the set M; consists of two different message
blocks m;1 and mjs.
(iii) The set
M=MM,---M = {U1U2~'~U/‘U,'E M; for | = 1,2,...,/}
is a 2l4%l-collision in f,, with initial value hy.
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Step 5: Based on the set C; = M, find message sets
Co, Cs, ..., Cp such that
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Cp such that
(V) CoC Cp1 T+ C Cr=M.

Step 5: Based on the set C; = M, find message sets
Co, Cs
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Cp such that
(V) CoC Cp1 T+ C Cr=M.

Step 5: Based on the set C; = M, find message sets
Co, Cs

(v) Foreachje {1,2,..., p} the set C; is a (large)
multicollision in fvc1a2---ucj with initial value hg.
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Step 5: Based on the set C; = M, find message sets
Co, Cs, ..., Cp such that

(V) CoC Cpy C---C Cy = M.

(v) Foreachje {1,2,..., p} the set C; is a (large)
multicollision in quag---ucj with initial value hg.

(vi) |Cp| = 2.
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NMAS 3

Step 5: Based on the set C; = M, find message sets
Co, Cs, ..., Cp such that

(V) CoC Cpy T+ CCr=M.

(v) Foreachje {1,2, ..., p} the set C; is a (large)
multicollision in fmz‘..aj with initial value hy.

(vi) |Cp| =2".

Step 6: Output Cp.
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